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Generative Al Glossary

Large language model (LLM): a type of neural
network that learns skills—including generating
prose, conducting conversations, and writing
computer code—by analyzing vast amounts of
text.

Prompt: an instruction or request for the LLM
tool to provide the specified output.

Hallucination: a factually incorrect, irrelevant,
or nonsensical response provided by an LLM
tool because of limitations in its training data
and/or architecture.
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Rapid Impact Of Generative Al

Top 10% 67%

GPT-4 passes of organizations say
bar exam increasing investment
in GAI
April 2023 August 2024*
Sources:

Deloitte State of Generative Al inthe Enterprise Q3 Report
Lexis + Al 2024 Investing in Legal Innovation Survey
SimilarWeb, Semrush

$126.5
Billion

Generative Al
market size by 2031

49%

of organizations
concerned with
complying with

regulations

4.79
Billion

Visits to ChatGPT
per month

(100 Million weekly
users)
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Rapid Impact Of Generative Al (GAl) - Legal

Top 10% 6 /7% 47% 12% $5,000

GPT-4 passes of US clients believe GAI will of legal Fine paid by
bar exam surveyed expect have professionals lawyer for citing
April 2023 law firms to use transformative strongly disagree fake ChatGPT
GAI impact on that GAI will cases
practice of law replace lawyers

43%

Am Law200 firms with
GAI budgets

90%

Agree investment
expected to rise

Sources: Lexis + Al 2024 Investing in Legal Innovation Survey; Lexis Nexis 2023 International Legal Generative Al Survey; 2023 Bloomberg
Law State of Practice Survey
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Share Of Employed Americans Who Have Used ChatGPT For Work

Rose By Double Digits Between 2023-2024

% of U.S. adults who say they have ever used ChatGPT

For tasks at work . Tolearn something new
(among employed adults)
20
17
14
12
8 8

Mar'23 Jul 23 Feb'24 : Mar'23 Jul 23 Feb'24

Source: Pew Research Center, Survey of U.S. adults conducted Feb 7-11, 2024

For entertainment

17
15

11

Mar '23 Jul '23 Feb'24
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About A Third Of Employed Americans Under 30 Have Now Used

ChatGPT For Work

% of U.S. adults who say they have ever used ChatGPT

For tasks at work . Tolearn something new
{among employed adults)

30 1 31

25

. ! : 22

s 16

0 10 5

5 / 4//.

0 .
Mar'23  Jul'23  Feb '24 . Mar '23 Jul '23 Feb'24

Source: Pew Research Center, Survey of U.S. adults conducted Feb 7-11, 2024

For entertainment

Ages 18-29
30-49
31 50+
./0/‘ i
21
14

Mar '23 Jul '23 Feb'24
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FUTURE USERS

Twice as many teens now
say they use ChatGPT for
schoolwork as in 2023

% of U.S. teens ages 13 to 17 who say
they have ever used ChatGPT to help

with their schoolwork

26
2023 2024

yUIVE O > 1¢ S conducted

it 1

PEW RESEARCH CENTER
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_ Al Images by Start Digital uSing troutman
' Midjourney, Photoshop, and Firefly emerge

https://startdigital.com.au/airlab/coronation-after-party-ai/



OpenAl: Sora Video Generation

Prompt: Beautiful, snowy Tokyo city is
bustling. The camera moves through the
bustling city street, following several
people enjoying the beautiful snowy
weather and shopping at nearby stalls.
Gorgeous sakura petals are flying through
the wind along with snowflakes.

troutman

merge



ChatGPT: Logo Creator

Prompts

Create a logo for a legal project management
software called MatterWise

Vibrant colors: Orange and Black
Simple to Complex Scale of 1-10: 2
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ChatGPT: Logo Creator

MatterW|se

Legal Project Mo

MatterWise  MatterWise

Legal Manigaemen Legal Project Manatent

MatterWise: MatterWise

Lgal Technn Sogware

@

MatterWise

MatterWise’ MatterWise

Prompts

Create a logo for a legal project management
software called MatterWise

Vibrant colors: Orange and Black
Simple to Complex Scale of 1-10: 2
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Logo Creator: MatterWise

What do you think? Are you satisfied with
the logo? Let me know if there is anything
you want to change

Me: Makeit moretechnical
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Logo Creator: MatterWise

Makeit moretechnical

=

° (o) *°ID
MATTERWISE ATTERWISE

IOO..

MATTER WISE

MATTERWISE MATTERWISE
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Logo Creator: MatterWise

Makeit more simple and accessibleto
convey ease of use
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Logo Creator: MatterWise

(O) Matter\Vis @

MatterWise’

)~
1?E%£¥Y)ISQ & Legal Projocmungent sfitware

Makeit more simple and accessibleto
convey ease of use

| VVIDC

MatterWise’

cctmaajectt Software
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Logo Creator: MatterWise

Include a cat
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MatterWise’

o

MatterWise

MatterWise

Logo Creator: MatterWise

Include a cat
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Logo Creator: MatterWise

Can it symbolize herding cats?
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Logo Creator: MatterWise

Y Y. | |
MatterWise

MatterWis

MatterWise _ _ _
Legal Project Legal project mariage Lo g Can it symbolize herding cats?

4 \V¢

v &

{
datterWise MatterWise MatterWise¢
L

R
L
Conpalvve dindl Legal herding cats egal enversect
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Logo Creator: MatterWise

Can it be a friendly winking cat that looks
helpful?
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Logo Creator: MatterWise

Can it be a friendly winking cat that looks
helpful?
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Logo Creator: MatterWise

Change to a cat owl combination
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Logo Creator: MatterWise

*

OQG

MatterWise Matter\Wise MatterWise

LEGAL PROJEMMEAMEN" LEGAL LGAMAMENT

Change to a cat owl combination

MatterWise latterWise MatterWise

LLLLLL ROJEMMENT LEGGS PPROVWNATECT LEGAL LMANGEIENT
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Logo Creator: MatterWise

Can you edit the top right logo and add
eyelashes?
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Logo Creator: MatterWise

Can you edit the top right logo and add
eyelashes?
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Logo Creator: MatterWise

MatterWise

LEGAL LGAMAMENT

Can you edit the top right logo and add
eyelashes?
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Legal Use Cases for Al + GAI

® O

Legal research Document
analysis, review,
categorization,
and
summarization:
eDiscovery, due
diligence,
information
governance,
compliance

32

E

Document Operational Predictive
drafting: efficiencies: client analytics
contracts, leases, support,

legal marketing, billing

memorandum
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Legal Industry Generative Al Samples

S5 + @ Lexis+@ a “ blue J
al< for Review SUPIO  aNaQuA 4”&»

= . Z .
aix for Privilege Z VINCENT | Al @ Lex Machina

al:'\< casetext
for Case Strategy . Al
OPUS2  XAPIEN  tpata as
Harvey.

Westlaw 7%, Microsoft 7 IP COPILOT
+ g
+ Innovation Studio ‘

(?Brevia MERLIN A
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Investment in Legal Al

Legal Practice Intelligence
LPI cc

5 547 followsrs
N wr RN o

16h- @

Supio, an Al platform for personal injury and mass tort plaintiff firms, raises 525m

SPECIAL REPORTS »
Legal Tech Investment Tracker

fin new funding. G

unding and how Supio helps lawyers and their clients.

Flease read the comments from Jerry Zhou, Co-Founder and CEOQ at Supic, on the

NEWS

EXCLUSIVE: Harvey Raises $100 Million Series C Investment,
Reaches Unicorn Status

The funding round, led by Google Ventures, and with participation from OpenAl and other venture capital funds, brings
Harvey's valuation to $1.5 billion.

July 23, 2024 at 10:00 AM SPECIAL REPORTS »

Legal Tech Investment Tracker

NEWS
Clio Raises $900M Series F to Reach $3B Valuation With Help
From New Investors

The practice rmanagernent selivare provider wall leverage its Islest funding round, which saw participation from
Goldman Sachs, o accelerate its growth and product innovation, with plans for a new Al platform in the works.

July 23, 2024 a1 08:00 AM
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59 Conversations

35

pepper

@ | have askill ina generative A

@ Draft an assignment elause for a..

@ Please creala an Urguni.:n'.innul

@ Bosed on Lthe lable below compa..

9  Who are the parties in the docum..

@ FPleass sumrmarize this transcripl..

@ Plaasse summanze this transcrpl..

@ Areyou able Lo surmnmarize meeatin...

@ Areyou able Lo summarnze meatin...

@ Pleass sumrmarize this documeant...

@ ['ve provided a Tenancy-in-Corm..

W Clear Conversations

[

o

Athena

Your GPT-powered assistant

L Welcome to Athena

To get started, type your request below.

Please note: Athena is not a legal research tool. Use Lexis, Westlaw and other tools for legal research needs.

Athena Capabilities:

* Drafts emails, press releases, social media posts, contract clauses, code, and other text outputs based on the

specifics of your request and information you provide
* Summarizes, edits, or analyzes text you provide

= Within a conversation format, Athena corrects its criginal cutput based on your feedback

Athena Limitations:
* Nay occasionally generate incorrect information or biased content
* Has a limited knowledge of the world and events after 2021

s Cannot search the internet, Westlaw, Lexis, or other online resocurces

Send o message

& General Chat

HINT: Instruct Athena by entering ‘more” if you would like more detail from the response.

NOTES: Athena does nol have any knowledge of any events after September 2021 Always fact check the results Athena produces. Athena can anly "see” the last 50,000

characters of your conversation. If asked to upload a document you can C-U[J‘H'[JGSLE the document into Athena instead.

Creativity: =@ Low

Client #[ Client # or name if applicable (type-ahead lookup) ]
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Contract Analytics

< My Worksheet > Change of Control

ra
(50) Com Add Summary e
SUPPLY AGREEMENT T < .
S _THLE » M E 50items v < 1-500f199 >
This Supply Agreement (the "Agreement") is effective as of the 1st day of October, 2022 ® TITLE X
(the "Effective Date") by and between: % DIt
o & Aegis_Healthtech_Supply_Agreement.pdf 2 v
(1) Fresenius Kabi AB, Rapsgatan 7, 75324 Uppsala, Sweden ("FRESENIUS") ® DATE X
@ umb . " [ showar ] & Page 1/9 gaseUNE [l I
{2) ‘aegisinealthcech, ¢ ‘Oakland Road, icol ug,; ‘GA 31904 (EURCHASERY)., 1.3 "Change of Control" with respect to any Party, means an event in which: 1.3.1 any other person or
Recitals group of persons acquires beneficial ownership of securities of the Party representing more than fifty

percent (50%) of the voting power of the then outstanding securities of such Party with respect to the

(A) WHEREAS, PURCHASER holds the market authorization of a product that requires the election of directors of such Party: or

Product (as defined herein) as a lubricant which is used as a medical device.

(B) WHEREAS, FRESENIUS has a NDA (new drug application) approval of the Product in bags 1.3.2 the Party enters into a merger, consolidation, or similar transaction with another person in which

in the United States of America. such Party is not the surviving entity in such transaction.

(C) WHEREAS, FRESENIUS is willing to provide all information to PURCHASER that is
required to receive an approval from the FDA for the Product for the intended use as a

lubricant. >

MedAlign_Systems_Supply_Agreement.pdf 2) v
(D) WHEREAS, PURCHASER is willing to purchase the Product from FRESENIUS. Page 1/9 00 @ M
(E) WHEREAS, FRESENIUS is willing to manufacture the Product and supply it to PURCHASER. 1.3 "Change of Control” with respect to any Party, means an event in which: 1.3.1 any other person or

(F) WHEREAS, the parties have agreed to enter into this Agreement to set forth the terms group of persons acquires beneficial ownership of securities of the Party representing more than fifty
’

and conditions on which FRESENIUS will manufacture and supply the Product to PURCHASER. percent (50%) of the voting power of the then outstanding securities of such Party with respect to the

election of directors of such Party; or
Agreement

NOW, THEREFORE, the parties hereto agree as follows: 1.3.2 the Party enters into a merger, consolidation, or similar transaction with another person in which

such Party is not the surviving entity in such transaction.
1. Definitions

Unless otherwise specifically provided in this Agreement, the following terms shall have
the following meanings: HealthRise_Medical_Supply_Agreement.pdf 2 v
1.1 "The Act" means the United States Federal Food, Drug, and Cosmetic Act, as amended ™ Page 1/9 100 W M
from time to time, and the rules and regulations promulgated thereunder.

1.3 "Change of Control” with respect to any Party, means an event in which: 1.3.1 any other person or

1.2 "Affiliates” means, with respect to a Party, any person that controls, is controlled group of persons acquires beneficial ownership of securities of the Party representing more than fifty
by, or is under common control with such first person. For purposes of this definition “CONTROL" DEFINITION % & . s G
only, "control® means (a) to possess, directly or indirectly, the power to direct the percent (50%) of the voting power of the then outstanding securities of such Party with respect to the

management or policies of a person, whether through ownership of voting securities or by election of directors of such Party; or
contract relating to voting rights or corporate governance, or (b) to own, directly or
indirectly, more than fifty percent (50%) of the outstanding voting securities or other

1.3.2 the Party enters into a merger, consolidation, or similar transaction with another person in which
ownership interest of such person. .rty el o= : P
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Microsoft 365 Copilot

+ e e aeds

= O tps: vl /EACKKPsBAChiwULI y 12b5CELIaZw7e=ChMgan! 15 i R

@  Document Saved R search (Al + Q) o '

File Home Inseri Layout References Review View Help (% Comments  susCachUp P Editing » m

v v &  AptosiBody) v N~ B T Uv &+ A &~ | O B & £ | F~v | ®copiot | B~ | - .
@ Croate cartant with Capilat x

Pagelof4 256 words English (US)  Text Predictans: On

[ A jab description for.. | | 10 itess far. | | & pross retease fos.. | | & praject proposal abaur.. | |G

Describe what you'd like to create, and Copilot will generate & draft

4% @ B

B Pageview [§webview — —@—————— + 100% [IFt Give Feedback to Microsoft

Outlook Q  Search o = 9 i3
|- Home View Help
® “@mevammdw«pmm‘femv S & Ay Dok - QReadUned OV B~ 2 OB 29 B @ - o
o Pty B Focused  Other = Filter
[ Family Photos v Today
v
Add favorite Amari Rivera
- Fwe: Flight detalls for Catherine's gr. 943 AM

# katri@contoso.com

> Inbox "

& catherine Lanco.. 3
7 Duafts
@ sent Items
8 scin _shorca ]
£3 Junk Email
T Archive
New folder

Qi account

1 should arrive with enough time to attend

Jessie Irwin
February 2023 Financial Results 307 PM
Hi all, Yesterday afteoon we announced...

v Yesterday
Hayden Cook f
Update on manufacturing plant... 1035 AM
Hi you two, I'm hoping you can help me

X . Isobel Macintyre
Contract details for work on... (3) 357 M
Got it, thank you for clarifying! In that case.

Jie Qui

Request for student résumé review 316 M
Hello Christian, | am a junior studying busi
Omar Bennett 2
Tailwinds (New Client) Contr... (6) 142 PM
Sharing a peefiminary draft of the latest co..

@ [DRAFT) Tailwi...

Rodrigo Botas
Final PTA Meetinal 1133AM
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Google Workspace Gemini

=] % + - 0O x
& *
Grand CanyonTripBlog % B & ,3
G - % Share
File Edit View Insert Format Tools Extensions Help O E &) e -
% - - - - (15 Uu A 2 . .
Q 5 @ B T 100% Normal text Goagl... (5]+ /B U A 2| =D + Gemini P ox E
c
L Drive Q_  Search in Drive Er @ @ @ ° Cymbal $
Grand Canyon Trip Blog _ PR + Gomini Do x
0 + New My Drive -~ (v=|8) 0O -
Hey fellow adventurers! -
Just got back from an unforgettable solo hiking trip te the majestic Grand Canyon, and let me tell @& X 4selected 4 & &, =] [ [<=] : HE"O, Anton
you, it was pure magic. I'm 25, perpetually wanderlust-stricken, and this trip was the perfect antidote @ Home How can| help you tOdBy?
tomy everyday hustle 0 Activity Name Last mo... = oo
Choosing My Path: The Bright Angel Trail Beckons + &, Workspaces & S OGS
Leadership Plan Jun 14, 2024 H =l pased on files in my Drix
After pouring over maps and trail descriptions, | decided on the iconic Bright Angel Trail. It offered a P (=L B2
nice balance of challenge and stunning scenery, promising a descent into the canyon's colorful v g My Drive
depths. | packed my trusty backpack with essentials - plenty of water (hydration is key!), snacks, a N B Q1Forecast * May 20, 2024 : +  Learn about a file
’ Shared drives Q ;
first-aid kit. and my camera, of course. : Lol fleliia
+ [ Computers B Q3Ideas May 18, 2024 H
Day 1: A Descent into Wonder a2 S
o o ) . _ ) o L«Iaarr-\ abo:lalopic .
The marning air was crisp as | set off from the South Rim, anticipation buzzing threugh me. The trail 2% Shared with me Weekly Forecast May 17, 2024 H s based on files in my Drive
was well-maintained, winding its way through layers of rock that seemed to tell stories of millennia
past. Every switchback revealed a new panorama, each more breathtaking than the last. | took my Cl‘) Recent E Project Acmie - Proiect Plan May 7. 2024 o Mare suggestions >
time. soaking it all in, snapping photos. and chatting with fellow hikers from all walks of life. Yr Starred ! - LAl B
As the day wore on, the temperature rose, and the canyon walls seemed to glow with an @ Project Acme_Process_and_Procedures.pdf B ProjectAcme - Project Plan :
otherworldly warmth. | stopped at Indian Garden Campground, a lush oasis nestled in the canyon. for Enter a prompt here (@ Spam L3
awell-deserved rest and a refill of my water bottle. m Trash ErEe e B Kickoff o 2 Apr 28, 2024 :
Day 2: Rim-to-Rim-to-WOW! o g R
y s sagle 5 pon ar . > < Storage
The next morning, | rose with the sun, eager to conquer the second leg of my journey. | hiked to the 123 GB used M AcmeDev Project pg Apr 24,2024 :
El  Project Acme - Notes # Apr 23, 2024 H
§# 1569-1848 Scenarios for Financial Modeling 2 Apr 23,2024 H
B Bellini Production Notes Apr 20, 2024 H
PlanDeck & % Apr 11, 2024 H Enter a prompt here
@ Project Harrison Purchase Regulation Procedures - Equipment.pdf Apr 10, 2024 H accurate info
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Legal Research: 50-State Surveys

LexisNexis® A
D [ Insurance Law

View chat history in

f( Create Lexis+2Al 2 |:| [ Claim, Contract & Practice |ssues

O Insurance Claims Resolution & Unfair Claims Settlement Practices

(@] Al Assistant viex o s Colombia
Wh h l ) | t k Al [ Insurance Fraud Reparting :
1C ega asK Can ©) What would you like to do?
a Cce l e' ate fO] yO Ll D REII‘ISLII'EIFICE Ask any question or say what you would like to do.
today? .
|:| [] Industry Practices
. . . = United States (Federal) [} Upload Fil = t Collecti
[ Genetic Testing & Infermation for Insurance Purposes mediaies freder ploac s ennectEelecton
@ Ask a legal question
[—] O Insurance Companies Workflows s 2 Il oL e
D} Generate a draft O Insurance Company Investments % Ask a Research Question < Build an Argument
Find answers in case law, legislation, and secondary Find sources to support or oppose a proposition

sources
Research  Litigation

[ Insurance Underwriting & Rate-Making

Research

— Summarize a case l:' |:| Types of Insurance £ Analyze a Contract = Analyze a Complaint
Review clauses, definitions, risks, and client-hostile Extract claims & facts, build timelines and propose
language defences
D CG nsumer AUtO n'IDbI |E CD\-’EI’EI ge Transactional ~ Document Analysis Litigation ~ Document Analysis
O Consumer Credit Insurance _ $ Compare Jurisdictions  Rediine Analysis
- Compare laws and regulations across many Identify changes in a contract, or multiple revisions of Q
O Legal Expense Insurance
[ Leng-Term Care Insurance
[J Medical Malpractice Insurance
[ Property &Fire Insurance
[ Small Business Health Insurance
b £2 Client it Browse all troutman

Options D features e m e r e ®




Legal, Ethical, and Regulatory .
Considerations emerge

i F] -




-

Potential Ethical Issues
with using Al and LLMs

 Hallucinations
e Bilases

« Cheating
» Exploiting
vulnerabilities
P
3 .
s
== — t ' - ,
€« - — \ i
-e -




Hypothetical
- Situation —
" RobotReview:
" GAIl for Doc
Review

.




 Lawyer uses Generative Al Review
Platform from RobotReview to review
documents collected from client for
responsiveness

 Lawyer creates prompts to
RobotReview

 RobotReview output includes
confidence score, rationale for coding
decision, and citation to portions of
documentthat support its findings

troutman
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Lawyer reviews 20% of the
documents coded by RobotReview
and finds an accuracy rate of 95%

Lawyer refines prompt to address
errors

Lawyer reviews RobotReview output
summarizing coding rational for 70%
of the documents and feels
confident in accuracy

Lawyer produces documents coded
as responsive by RobotReview




WHAT MORE DO YOU WANT TO KNOW?

troutrman pepper
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Ethical Concerns?

.

troutman pepper

emerge

AUDIENCE POLL

a)

b)

Yes, even if final product was accurate —
client consent required

Not if the lawyer disclosed the use of
RobotReview to court and opposing
counsel

Not if the results were at least as
accurate as a human review

Yes, the lawyer did not sufficiently
confirm the accuracy of the final
product

Other

troutman
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Relativity alR for Review

Attorney Describes
The Matter

Matter Ovarview ( Iha case imvolves allegatio

tions of poisoning ameng mosie stars, e
an western frontier, that embaody the spir, struggle, snd/or d

People and Alizses (7 Jobin Wayre, actoe knawn foe wesiern movies proth
Notaworthy Entitias (7)

Noteworthy Terms (7

Leverage a prompt iteration
experience to help identify
responsiveness criteria and key issues

alR Analyzes Documents
Using Inputs
£ Review Analysis al a

Q Responsiveness

Likely Responsive

®
Suggests tha 1 Thoriu I ercl Y Ee

) staying by | vd t T M4

y dont stor }in ) ncrea

o [ on, has enf ed seqregate
ditions 1sed on race | in [

using has been arated from ith d
1 Indiar ker e being treat Jiffe t \
) { their pay ey are t 1Q docked for
u ] dus t meeting tr |

eadline

See detailed rationale and
citations so you can understand
and defend results

Attorney Reviews aiR's
Analysis

AR I 00T T LA TR A BTk T
e TN e

View insights directly in the
context of documents and accept
coding decisions if desired
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ABA Model Rules Implicated by Use of Al

Competence & Diligence Rules 1.1, 1.3
Client Confidentiality Rule 1.6

Supervising People & Rules 5.1. 5.2. 5.3
Assistance B

Rules 1.4, 1.2
Rule 3.4

Unauthorized Practice of Law JR{UIERS

Conflicts of Interest Rule 1.8

Fairness to Opposing Party & =Y PNEW
Counsel '

Rule 4.1
Rule 1.5

BINYACWA I MINafnliEiWl il Rule 8.4.1 troutman
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A lawyer shall provide competent
representation to a client. Competent
representation requires the legal knowledge,
skill, thoroughness and preparation
reasonably necessary for the representation.

troutman
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[8] To maintain the requisite knowledge and
skill, a lawyer should keep abreast of
changes in the law and its practice,

engage in continuing study and education
and comply with all continuing legal
education requirements to which the lawyer
IS subject.

troutman
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CONFIDENTIALITY OF INFORMATION

(a) Alawyer shall not reveal information
relating to the representation of a client unless
the client gives informed consent, the
disclosure is impliedly authorized to carry out
the representation or the disclosure is
permitted by paragraph (b).

(c) Alawyer shall make reasonable efforts to
prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to,
Information relating to the representation of a
client.

[2] A fundamental principle in the client-lawyer
relationship is that, in the absence of the
client’s informed consent, the lawyer must not
reveal information relating to the
representation....

[3] .... The confidentiality rule, for example,
applies not only to matters communicated in
confidence by the client but also to all
information relating to the representation,
whatever its source. A lawyer may not disclose
such information except as authorized or
required by the Rules of Professional Conduct
or other law.

troutman
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Confidentiality of Information

MODEL RULE 1.6, CMT. [4]

Paragraph (a) prohibits a lawyer from
revealing information relating to the
representation of a client. This prohibition
also applies to disclosures by a lawyer that
do not in themselves reveal protected
Information but could reasonably lead to the
discovery of such information by a third
person.

troutman
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MODEL RULE 1.6, CMT. [18]

A client may require the lawyer to implement
special security measures not required by
this Rule or may give informed consent to
forgo security measures that would
otherwise be required by this Rule.

Whether a lawyer may be required to take
additional steps to safeguard a client’s
Information in order to comply with other law,
such as state and federal laws that govern
data privacy or that impose notification
requirements upon the loss of, or
unauthorized access to, electronic
Information, is beyond the scope of these
Rules.

troutman
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CONFIDENTIALITY OF INFORMATION

Factors to be considered in determining the reasonableness of the
lawyer’s efforts include, but are not limited to

the sensitivity of the information,

the likelihood of disclosure if additional safeguards are not employed,
the cost of employing additional safeguards,

the difficulty of implementing the safeguards, and

the extent to which the safeguards adversely affect the lawyer’s ability to
represent clients (e.g., by making a device or important piece of software
excessively difficult to use).

troutman
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CONFIDENTIALITY OF INFORMATION: VIRGINIA RULES OF
PROFESSIONAL CONDUCT 1.6 CMT [19]

Factors to be considered in determining the reasonableness of the
lawyer’s efforts [to safeguard information] include, but are not limited
to

the sensitivity of the information,

the likelihood of disclosure if additional safeguards are not employed,
The employment or engagement of persons competent with technology
the cost of employing additional safeguards,

the difficulty of implementing the safeguards, and

the extent to which the safeguards adversely affect the lawyer’s ability to
represent clients (e.g., by making a device or important piece of software
excessively difficult to use).
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DUTY OF COMMUNICATION (MODEL RULE 1.4)

Client-Lawyer Relationship
(a) A lawyer shall:

(1) promptly inform the client of any decision or circumstance with respect
to which the client's informed consent, as defined in Rule 1.0(e), is required by
these Rules;

(2) reasonably consult with the client about the means by which the client's
objectives are to be accomplished,;

(3) keep the client reasonably informed about the status of the matter;
(4) promptly comply with reasonable requests for information; and

(5) consult with the client about any relevant limitation on the lawyer's
conduct when the lawyer knows that the client expects assistance not
permitted by the Rules of Professional Conduct or other law.

(b) A lawyer shall explain a matter to the extent reasonably necessary to permit
the client to make informed decisions regarding the representation.
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Responsibilities Regarding Nonlawyer Assistance:
Model Rule 5.3

With respect to a nonlawyer employed or retained by or associated with a lawyer:

a)

b)

a partner, and a lawyer who individually or
together with other lawyers possesses
comparable managerial authority in a law firm
shall make reasonable efforts to ensure that the
firm has in effect measures giving reasonable
assurance that the person's conductis
compatible with the professional obligations of
the lawyer;

a lawyer having direct supervisory authority over
the nonlawyer shall make reasonable efforts to
ensure that the person's conduct is compatible
with the professional obligations of the lawyer;
and

c) alawyer shall be responsible for conduct of such

a person that would be a violation of the Rules of
Professional Conduct if engaged in by a lawyer
If:

1) the lawyer orders or, with the knowledge of

the specific conduct, ratifies the conduct
involved; or

2) the lawyer is a partner or has comparable
managerial authority in the law firm in which
the person is employed, or has direct
supervisory authority over the person, and
knows of the conduct at a time when its
consequences can be avoided or mitigated
but fails to take reasonable remedial action.

troutman

merge



Responsibilities Regarding Nonlawyer Assistance:
Model Rule 5.3, cmt [3]

Nonlawyers Outside the Firm

[3] A lawyer may use nonlawyers outside the firm to assist the lawyer in rendering legal
services to the client. Examples include . . . hiring a document management company to
create and maintain a database for complex litigation . . . and using an Internet-based service
to store client information. When using such services outside the firm, a lawyer must make
reasonable efforts to ensure that the services are provided in a manner that is compatible with
the lawyer’s professional obligations. The extent of this obligation will depend upon the
circumstances, including the education, experience and reputation of the nonlawyer; the
nature of the services involved; the terms of any arrangements concerning the protection of
clientinformation; and the legal and ethical environments of the jurisdictions in which the
services will be performed, particularly with regard to confidentiality. See also Rules 1.1
(competence), 1.2 (allocation of authority), 1.4 (communication with client), 1.6
(confidentiality), 5.4(a) (professional independence of the lawyer), and 5.5(a) (unauthorized
practice of law). Whenretaining or directing a nonlawyer outside the firm, a lawyer should
communicate directions appropriate under the circumstancesto give reasonable assurance
that the nonlawyer's conduct is compatible with the professional obligations of the lawyer.
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Responsibilities Regarding Nonlawyer Assistance:
Model Rule 5.3, cmts [3] [4] [NOT adopted by VRPC]

Nonlawyers Outside the Firm

[4] Wherethe client directs the selection of a particular nonlawyer service provider
outside the firm, the lawyer ordinarily should agree with the client concerning the
allocation of responsibility for monitoring as between the client and the lawyer. See
Rule 1.2. When making such an allocation in a matter pending before a tribunal,
lawyers and parties may have additional obligations that are a matter of law beyond

the scope of these Rules.
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AMERICANBARASSOCIATION

AMERICAN BAR ASSOCIATION

STANDING COMMITTEE ON ETHICS AND PROFESSIONAL RESPONSIBILITY

Formal Opinion 512 July 29, 2024

Generative Artificial Intelligence Tools

To ensure clients are protected, lawyers using generative artificial intelligence tools must fully
consider their applicable ethical obligations, including their duties to provide competent legal
representation, to protect client information, to communicate with clients, to supervise their
employees and agents, to advance only meritorious claims and contentions, to ensure candor
toward the tribunal, and to charge reasonable fees.
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State Bar Associations Al Guidance

State Bar
Sample Themes Al Opinions/
Lawyers must Guidelines:
* ensure that Al-generated content is truthful, accurate, and based on sound legal reasoning California
* be competent in the use of Al technologies :Tlli(rzg?sa
« ensure the accuracy and relevance of legal citations Kentucky
» safeguard informationrelating to the representation of a client M!chlgan
Minnesota
* ensure that Al systems handling confidential data adhere to strict confidentiality measures Missouri
- . . . : . : New Jersey
* be vigilant in identifying and addressing potential conflicts of interest )
g ying gp New Mexico
« communicate with clients about their use of Al technologies in their practices, providing clear New York
and transparent explanations of how such tools are employed and their potential impact on North Carolina
case outcomes Pennsylvania
« ensure that Al-related expenses are reasonable and appropriately disclosed to clients ;I'/(_exgs_
irginia
* engage in continuing legal education and other training to stay informed about ethical issues Washington DC

and best practices for using Al in legal practice West Virginia
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Takeaways

Have a plan for supervising the technical
and review work performed by others
outside of your firm.

If you have a preferred technology service
provider, make sure you address who will
be responsible for supervising their work.

Lawyers must also consider the data
security measured taken by outside
providers that are handling client data
based on the factors in the ethics rules and
other applicable obligations.
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General Themes of Regulations & Guidelines

Preventing: Promoting:
Bias and discrimination Notice/Transparency
Deception and unfairness Reduction of bias and discrimination
Manipulation & exploitation Fairness
Personal injury Human rights
Threats to infrastructure & security Innovation
Consumer harm Privacy and data security
Safety
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Al Governance & Regulatory Environment

64

= R E |§
E NN Sl = &
-

aama :
i | ||' n n
BT R e Rl

THE WHITE HOUSE

WASTIIMNG TN

Press Relsase

Broker-Dealers and Investment Advisers

FOR IMMEDIATE RELEASE

023140

Washington 0 G July 26 20722 — Tha Securities and Exchangs Commission tnday proposad new
rulas that would require broker-dealars end Invastment advisars [collactvely. “frms’) ba taks certaln
steps to address conflicts of inberest associabed with their use of prediclive data analytics and
similar tachnalngies to interact with invastors to prevant firns from placing their intarasts ahaad of

investors’ inlerests

NIST

National Institute of
Standards and Technology

JOINT STATEMENT ON ENFORCEMENT EFFORTS AGAINST
DISCRIMINATION AND BIAS IN AUTOMATED SYSTEMS

Information Technology /Artificial intelligence

U.S. ARTIFICIAL INTELLIGENCE SAFETY INSTITUTE

FDA
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Compliance Keys: What to track?

Data Privacy and Security:

1. What to Know: Know where your data comes

65

from, how it is collected, where it is stored, and
how it is processed.

Details to Track: Ensure compliance with
privacy laws by implementing data governance
policies, conducting regular security audits, and
using techniques like encryption and
anonymization to protect sensitive information.

Bias and Fairness:

1. What to Know: Understand the datasets used to
train your Al models and be aware of any
potential biases they may contain.

2. Details to Track: Regularly audit your Al

systems for bias, use diverse and representative
datasets, and implementfairness metrics to
evaluate the outputs of your Al models.
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Compliance Keys: What to track?

Transparency and Explainability: Accountability and Governance:

1. What to Know: Be clear about how your Al 1. What to Know: Establish clear roles and
models make decisions and ensure that these responsibilities for overseeing Al development
processes can be explained to stakeholders. and deployment within your organization.

2. Details to Track: Documentthe methodologies 2. Details to Track: Create ethical guidelines for Al
used in your Al models, and develop use, assign accountability to specific roles or
mechanismsto provide understandable committees, and implement mechanisms for
explanations for Al-driven decisions. addressing grievances and issues related to Al

operations.
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Alison A. Grounds

eMerge Managing Partner
Atlanta
alison.grounds@troutman.com
404.885.3231
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ABA Resolution 604

Resolution 604 calls on organizations that
design, develop, deploy and use Al to follow
these guidelines:

» Developers of Al should ensure their products,
services, systems and capabilities are subject to
human authority, oversight and control.

* Organizations should be accountable for
consequences related to their use of Al, including
any legally cognizable injury or harm caused by
their actions, unless they have taken reasonable
steps to prevent harm or injury.

» Developers should ensure the transparency and
traceability of their Al and protect related
intellectual property by documenting key decisions
made regarding the design and risk of data sets,
procedures and outcomes underlying their Al. troutman
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https://www.americanbar.org/news/reporter_resources/midyear-meeting-2023/house-of-delegates-resolutions/604/

State Bar Rules/Opinions

« https://www.dataguidance.com/opinion/usa-multiple-state-bars-set-quidelines-generative-ai

« The District of Columbia Bar. Ethics Opinion 388- Attorney’s Use of Generative Artificial Intelligence in
Client Matters. (April 2024)

* https://nysba.org/app/uploads/2022/03/2024-April-Report-and-Recommendations-of-the-Task-Force-on-
Artificial-Intelligence. pdf

* Florida Bar Ethics Opinion 24-1 January 19, 2024.(Generative Al and the practice of law.)

« https://www.floridabar.org/the-florida-bar-news/proposed-advisory-opinion-24-1-regarding-lawyers-use-of-
generative-artificial-intelligence-official-notice/

« https://calawyers.org/california-lawyers-association/ethics-quidelines-for-lawyers-using-generative-ai/

«  https://www.michbar.org/opinions/ethics/numbered_opinions/JI-155

»  https://www.michbar.org/opinions/ethics/AIFAQs

» https://njsba.com/wp-content/uploads/2024/05/NJSBA-TASK-FORCE-ON-AI-AND-THE-LAW-REPORT-
final.pdf

« https://www.ncbar.gov/for-lawyers/ethics/ethics-articles/artificial-intelligence-real-practice/

«  https://www.judiciary.uk/guidance-and-resources/atrtificial-intelligence-ai-judicial-quidance/

o https://www.judiciary.uk/wp-content/uploads/2023/12/Al-Judicial-Guidance.pdf

e https://vsb.orag/Site/Site/lawyers/ethics.aspx
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https://www.dataguidance.com/opinion/usa-multiple-state-bars-set-guidelines-generative-ai
https://nysba.org/app/uploads/2022/03/2024-April-Report-and-Recommendations-of-the-Task-Force-on-Artificial-Intelligence.pdf
https://url.us.m.mimecastprotect.com/s/Kn1aC5yXzAc1JGRou8uoCkVunD?domain=floridabar.org
https://url.us.m.mimecastprotect.com/s/Avu6C684AYcJNKMEHBCNC5DnMW?domain=calawyers.org
https://url.us.m.mimecastprotect.com/s/h-lLC732BDhYgkyvI2F0CoQ1Sx?domain=michbar.org
https://url.us.m.mimecastprotect.com/s/LNb5C820DXcgGRQlcEHECyxblR?domain=michbar.org
https://url.us.m.mimecastprotect.com/s/f3vUC9rPE3Fj0BxvcQI9Cq5XfW?domain=njsba.com
https://www.ncbar.gov/for-lawyers/ethics/ethics-articles/artificial-intelligence-real-practice/
https://url.us.m.mimecastprotect.com/s/PWU3CgJN97FJ32NrHxTEC4QjvS?domain=judiciary.uk
https://www.judiciary.uk/wp-content/uploads/2023/12/AI-Judicial-Guidance.pdf
https://vsb.org/Site/Site/lawyers/ethics.aspx

